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What Prosecutors, Attorneys & Judges Need to Know

We are living in a 
Digital World

Future prosecutions p
depend on the ability to 
Identify, extract and 
analyze digital evidence

It is estimated that 40 Exabyte

of new unique information 
will be generated worldwide this year

Source: Karl Fisch ‐ thefischbowle.blogspot.com

That’s more than in 
the 

Previous 5 000Previous 5,000 
years.

Source: Karl Fisch ‐ thefischbowle.blogspot.com

The amount of technical
Information is doubling
Every 2 years

Source: Karl Fisch ‐ thefischbowle.blogspot.com

By 2010,
it’s predicted 
to double
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And They CreateAnd They Create
Evidence Evidence 

of Their Criminal of Their Criminal 
ActivityActivity

There were more than 2.7 billion 
searches performed on Google…

2 700 000 0002,700,000,000

…last month

Source: Karl Fisch ‐ thefischbowle.blogspot.com

Moore’s LawMoore’s Law

Number of transistors that can be 

placed on an integrated circuit will 

increased exponentially, doubling 

approximately every two years.
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Moore’s LawMoore’s Law

Number of transistors that can be 

placed on an integrated circuit will 

increased exponentially, doubling 

approximately every two years.

Hard drive capacity has more than 

doubled every two years for the past 

10 years.

$700
per MB

How 
Does 
ThisThis 

Affect 
You

Significantly More Digital Significantly More Digital 
Evidence About Our Evidence About Our 

Daily ActivityDaily Activity

Digital Evidence Digital Evidence Less Less 
Likely to be OverwrittenLikely to be Overwritten

Now The Now The 
Bad Bad 
NNNewsNews



12/3/2010

4

MoreMore
Bad Bad 
NewsNews

Step 1Step 1

Finding Potential g
Digital Evidence

Types of Electronic MediaTypes of Electronic Media

Variety

Variety of MediaVariety of Media Variety of MediaVariety of Media

Routers
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But Wait, There’s MoreBut Wait, There’s More

Ipods, Cell

CellPhones, PDA’s &CellPhones, PDA’s &iPodsiPods

What can be stored on iPods

Cell Phones, PDA’s &Cell Phones, PDA’s &iPodsiPods

What can be stored on iPods Other‐Ptr, Fx, VoIP

 Operating SystemsOperating Systems

Quick test

Where?Where? Where’s the 
evidence?

PDA

USB

PDA

USB

USB

CELL

USB

CF CARD

Hard 
Drive
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Where (watch)Where (watch)
NOWWhere’s the 

evidence?

This is a USB 
watch.

These are breath 
strips.

This watch 
has USB 
storage!

Where (watch)Where (watch)
NOWWhere’s the 

evidence?

This is a USB 
watch.

These are breath 
strips.
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WhereWhere

Where’s the 
evidence?

Where’s the 
evidence?

USB “ducks!”
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Where (sushi)Where (sushi)

USB Sushi!!!
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Video pen – 8 Gig = 20 Hours

http://www.proofpronto.com/cost‐of‐living.html?gclid=CKmV4tDGy5kCFQienAoduU6csw

Phased Approach
Volatile Data Collection

Pre-Search  Reconnaissance 

Multiple Data Source Correlation

Triage Triage ––On Scene On Scene 

 Volatile Data Collection

 Collection quickly becoming a must

 RAM Analysis 
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Triage Triage ––On Scene On Scene 

 Volatile Data Collection

 Collection quickly becoming a must

 Aid in Interview/Interrogation

Triage Triage ––On Scene On Scene 

 Volatile Data Collection

 Collection quickly becoming a must

 Aid in Interview/Interrogation

 Lead Development

 Evidence Preservation

Lead DevelopmentLead Development

Web Based Email 

Lead DevelopmentLead Development

 Social Networking 

Triage Triage ––On Scene On Scene 

 Volatile Data Collection

 Analysis not necessary for traditional crimes

 Aid in Interview/Interrogation

 Lead Development

 Evidence Preservation

 Additional Evidence Identification

Lead DevelopmentLead Development

 Online File Storage



12/3/2010

11

SummarySummary

 Digital Evidence Comes in Many 
Shapes and Sizes

 Investigators must know What and g
Where to look

 Educated Prosecutors and Judges 
understand SCOPE of Search

This is what it looks like


